3-29

Symantec NetRecon

BRSSO etrecon

NetRecon
NetRecon

Do Scan Vew lleoots ddnnotsion Lk
] 5 1= A

ives

Windows NT

NetRecon 3

M= E

% Hefleoon Objeciwer
L8]
= () |chsnkiby nedbwaork nenousces
3 Dinden I sddeess hom name
) Db rasme from I sddenn
) Dincover retwods: pasources thal rerpond ha prg
) Erumeste bangel rahead. sesounces
) Esrsct inbemation bam icmp packets
" Diptesch rstwork: re1ocst
=) (iblain sooeas o netwaork reIouCes
(7)) Distain access Hivgh kg s
I::l Cimchk srcapbed fusctwonds wing onal et
7 D dnciypte picmosehi st o ity
1) Distain acroess b Windkovws rstwed, sestunies
l:} Bnalyer itulls b detnrrn el vanedaleite
R L e i et e oot f2a

i

W
etwork Viliersbiltes
—— R

I vigh

[ oty

able [P
[-]

| 2
T Tres mmmrmmmrg’f

Reports view

Fix Helg, poese F1
3-19 NetRecon
NetRecon
NetRecon
symantec Web (http://www.symantec.com)

Vulnerability Descriptions
NetRecon

* Finger

@2006 VCampus Corporation All Rights Reserved

Version 7.1



3-30

e Game Over( )
. SMTP DNS FTP HTTP SOCKS send mail
NetRecon

Reports View Objective Descriptions NetRecon
Network Associates CyberCop Scanner

CyberCop Scanner Network Associates
SnifferBasic( NetXRay) NetRecon CyberCop
Scanner Axent CyberCop

3

™
Mote CyberCop scannes

3-7

eEye Retina

Windows 2000

I. C:\Lab Files\Lesson 2\eEye Retina folder

I- retinademo.exe

I | |Retina Retina

I Retina

I File Save

| Edit|IP Range 1P
I Scanner Scanner

eEye Retina

eEye Retina

add

Start

@2006 VCampus Corporation All Rights Reserved

Version 7.1




3-31

& Reting - [Studentll] - EVALUATION

| Time To Live

en Fors

O - 15 Diays Remaining

\Average Zing Respo § ms
28

‘Workgroup [ CLASSROOM
Poris ]

= |5 %

Host Pesponded

STUDENTI1

9

| FTF- Fils Transter Frotocol [Conirol]
| SMTP - Simple Mad Transle Pralocsd
i)

HTTPS - HTTFS iHyper Tad Transter Frolocol Secure) - S5L [Secus Sockat Layer)
| MICROSOFT-DS - Microsof-15
LISTEM - listen

3-20 Retina
. Retina
1P Retina
IP Retina
. Linux Retina
. Tools Polices Force Scan Retina
Retina
. Retina  Miner Web
. Retina  Tracer traceroute
Web IE

@2006 VCampus Corporation All Rights Reserved

Version 7.1



